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Abstract

Background: There are ahost of emergent technologies with the potential to improve hospital care in low- and middle-income
countries such as Vietnam. Wearable monitors and artificial intelligence—based decision support systems could beintegrated with
hospital-based digital health systems such as electronic health records (EHRS) to provide higher level care at arelatively low
cost. However, the appropriate and sustainable application of these innovations in low- and middle-income countries requires an
understanding of thelocal government’s requirements and regul ations such as technol ogy specifications, cybersecurity, data-sharing
protocols, and interoperability.

Objective: This scoping review aims to explore the current state of digital health research and the policies that govern the
adoption of digital health systemsin Vietnamese hospitals.

Methods: We conducted a scoping review using amaodification of the PRISMA-ScR (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses Extension for Scoping Reviews) guidelines. PubMed and Web of Science were searched for academic
publications, and Th Vi n Phap Lut, a proprietary database of Vietnamese government documents, and the Vietnam Electronic
Health Administration website were searched for government documents. Google Scholar and Google Search were used for
snowballing searches. The sources were assessed against predefined ligibility criteriathrough title, abstract, and full-text screening.
Relevant information from the included sources was charted and summarized. The review process was primarily undertaken by
one researcher and reviewed by another researcher during each step.

Results: Intotal, 11 academic publications and 20 government documents were included in this review. Among the academic
studies, 5 reported engineering solutions for information systems in hospitals, 2 assessed readiness for EHR implementation, 1
tested physicians' performance before and after using clinical decision support software, 1 reported anational laboratory information
management system, and 2 reviewed the health system’s capability to implement eHealth and artificial intelligence. Of the 20
government documents, 19 were promulgated from 2013 to 2020. These regulations and guidance cover awide range of digital
health domains, including hospital information management systems, general and interoperability standards, cybersecurity in
health organizations, conditions for the provision of health information technology (HIT), electronic health insurance claims,
laboratory information systems, HIT maturity, digital health strategies, electronic medical records, EHRS, and eHealth architectural
frameworks.

Conclusions: Research about hospital-based digital health systems in Vietnam is very limited, particularly implementation

studies. Government regulations and guidance for HIT in health care organizations have been released with increasing frequency
since 2013, targeting a variety of information systems such as electronic medical records, EHRS, and laboratory information
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systems. In general, these policies were focused on the basi ¢ specifications and standardsthat digital health systems need to meet.
More research is needed in the future to guide the implementation of digital health care systemsin the Vietnam hospital setting.

(J Med Internet Res 2022;24(2):€32392) doi: 10.2196/32392
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Introduction

Digital health systems such aselectronic health records (EHRS)
and patient administration systems used in hospitals in
high-income countries (HICs) have been adopted with the dual
aim of increasing the quality of patient care and improving
hospital finances through cost reductions and new revenue
streams. These systems are commonly introduced in response
to major government initiatives, often with significant public
funding [1]. Despite major challenges and high-profile failures
[2], HICs have now reached the point where secondary use of
data from digital health systems can, in some cases, enable
hospitals and health care systems to become learning health
systems, using routinely collected datato facilitate research and
quality improvement [3]. In recent years, data from
hospital-based digital health systems have been used to develop
and implement innovative artificial intelligence (Al) systems
for monitoring patients and providing clinical decision support
(CDS) to health care providers [4].

Although the adoption of digital health systems in low- and
middle-income countries (LMICs) such as Vietnam haslargely
only taken place within the last decade, these solutions have
the potential to support the development of universal health
coverage and projects working toward addressing sustainable
development goals [5,6]. However, in resource-constrained
settings, new health care information technologies are often
implemented with insufficient funding, infrastructure,
regulations, and computer literacy of the staff who will beusing
them [7-9]. These challenges may be able to be mitigated
through the use of open-source software [8,10], mobile
technologies[11], and cloud-based datainfrastructure[12]. The
adoption of new policies and standards (such as Health Level
7's[HL7] Fast Healthcare Interoperability Resources[13]) may
also enable simpler and more effective methods for health
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information exchange than was available to HICs in previous
years[14].

Recent initiatives in Vietnam and other LMICs have sought to
exploit the potential of digital technologies such as machine
learning and low-cost wearable devices in improving critical
care at an affordable cost [15,16]. For theseinnovationsto attain
scalability and sustainability, their research and devel opment
needsto consider thetechnical infrastructure and theregul atory
frameworks that govern local technology adoption [5,6,15,16].
The Vietnamese government has recognized therole that digital
health technologies can play in improving health care and
optimizing administration processes [17], and aong with
building national health databases such as the national EHR
system, new digital health policies and guidance have been
promulgated by the Vietnam Ministry of Health (MoH) [18,19].
Awareness of the government’s current regulations and future
directions for digital health and the local research evidence in
this area is important for the introduction of these emergent
technologiesin Vietnamese hospitals. This scoping review aims
to map and summarize the academic literature and government
policies in the field of hospital-based digital health systemsin
Vietnam. We have chosen a scoping review methodology as it
allowed us to effectively explore and summarize information
from awide range of sources, given the rapidly evolving nature
of digital health in Vietnam [20,21].

Methods

We conducted this review using a modification of the
PRISMA-SCR (Preferred Reporting Itemsfor Systematic Reviews
and Meta-Analyses Extension for Scoping Reviews): Checklist
and Explanation guidelines [22].

Eligibility Criteria
The eligibility criteriaare listed in Textbox 1.
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Inclusion criteria

«  Documents written in Vietnamese or English

Exclusion criteria

« Policies and guidelines that have been replaced by a newer version

settings

«  Policiesand guidance documents from the government that regul ate and guide the adoption of digital health systemsin Vietnam’s public hospitals.
Academic publications that address digital health systemsin Vietnam’s hospitals

«  Policies and guidance documents that are functioning or to be mandated

« Policies and studies that only examine technical aspects of the digital solution without discussing its adoption and implementation in clinical

.  Stand-alone apps or digital solutions that are implemented in the hospital settings but not linked with a particular hospital-based information
system such as hospital information management systems and el ectronic medical records

Information Sour ces

We conducted searches on PubMed, Web of Science, and
Google Scholar to identify academic literature. A structured
search string (Multimedia Appendix 1) was built for the search
on PubMed and Web of Science, and additional relevant
publications identified during the full-text screening were
retrieved and screened using Google Scholar.

A search of Viethamese policieswas conducted onthe Th Vi n
Phap Lu t database [23]. A total of 10 search queries were built
and executed separately (MultimediaAppendix 1). All document
titles resulting from each of the search queries were extracted
and compiled in aMicrosoft Excel spreadsheet, from which all
duplicates were removed. The MoH Electronic Hedth
Administration’s website was used to search for relevant
documents that had not been found in the structured database
search. Follow-up visits to the website were done throughout
the study and at the end of the data-charting phase to identify
newly released documents. Relevant documents that were
referred to in the reviewed text but not found by the 2 former
search strategies were searched for using Google.

No restriction on publication type and publication year was set.

Data-Charting Process

A data-charting form was developed based on the research
objectives and guidelines from the PRISMA-SCR guidelines.
A draft version of the data-charting form was piloted during the
full-text screening, from which discussions were made to modify
and finalize the charting form.

All the charting taskswere conducted by oneresearcher (DMT)
using a Microsoft Excel spreadsheet. The charted data were
then reviewed by another researcher (CP), and follow-up
discussionswere arranged to resolve any disagreements between
the 2 investigators.

https://www.jmir.org/2022/2/€32392

For academic literature, the charting form collected information
about the publication year, methods, study population, or source
of information reviewed (if the publication is a review), the
study scope, the digital health domain being studied, the context
that the domain was investigating, and key findings. The
charting form of government documents sought to extract
information about the domain of intervention, policy enactment
time, the intended purpose of the policy, and the ministry that
mandated the document.

Selection of Sources of Evidence

Academic publications were assessed through 3 stepsincluding
title, abstract, and full-text screening. Studies that did not meet
the eligibility criteria in each step were ruled out from the
screening list. Government policies and guidance were selected
using a 2-stage process. In the first screening round, the title,
introduction, and scope and regulated entities section of each
document was screened to determine their eligibility. For
documents that passed the first screening round, full text was
screened in the second round. The selection was based on the
eligibility criteria. Any uncertainty during the selection process
was discussed between the authors for afinal agreement.

Results

Overview

From the initial search results of 2033 academic publications
and 266 government documents, 11 academic studies and 20
government documents were included in the review. We have
organized the Results section into 2 major parts. academic
literature and policies. Each part features the source selection
process, characteristics of selected sources, and the results of
individually selected sources. Figure 1 depictsthe layout of the
Results section.
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Figure 1. Layout of the Results section. The branches represent the subsections in the Results section and the information included therein. Square
boxes and round boxes denote the Academic Literature and Policies subsections, respectively.

Academic literature: selection of sources of evidence

Overview of the academic literature selection result

Academic literature: characteristics of sources of evidence

Characteristics of included studies, e.g. methods and studied populations

Academic literature: results of individual sources of evidence

Categorization of included studies and summaries of their key findings

(Policies: selection of sources of evidence

KOverview of the government document selection result

(Bolicies: characteristics of sources of evidence

\Characteristics of included documents, e.g. enactment year and domain

r,F'oli(:ies: results of individual sources of evidence

A chronological review of the government documents and grouping of
\:Iocuments addressing the same domains

(Policies: details of included policies

\Expand on the each of the documents reviewed

N 2N 2 N R N

Academic Literature

Selection of Sources of Evidence

The PubMed and Web of Science searches of the academic
literature returned 1833 and 334 articles, respectively. After the
removal of duplicates, title screening was conducted on 2033
articles (1833 from PubMed and 200 from Web of Science),
resulting in 169 marked considered for abstract screening. Titles
were excluded if they did not imply any relation to the use of
information technology (IT) in health care. In addition, the
snowballing and manual search found an additional 10 studies,
making it atotal of 179 abstracts to be screened. The abstract
screening ruled out 161 articles that did not meet the eligibility
criteriaand identified 18 articles eligible for the full-text review.
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The main reasons for exclusion during abstract screening were
asfollows: duplicated articles (n=2), the reviewed information
was outdated to Vietnam’s current digital health situation (n=1),
the interventions studied were neither of health information
systems (n=86) nor of hospitals’ health information systems
(n=50), the research was about machine learning techniques
(n=3), and the research was not conducted in Vietnam (n=19).
Of thefull-texts screened, 11 articleswere included in the final
review. The full-text screening found 7 studies not eligible for
the review, of which 1 did not examine health information
systems, 5 studies investigated health information systems that
were not implemented in hospitals or their findings were of
limited relevance to the hospital information systems (HISs),
and 1 study’sfull text was not available in English (Figure 2).
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Figure 2. Summary of academic publication selection.
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Characteristics of Sources of Evidence

Characterigtics of each study including title, authors, publication
year, methods, studied population or source of information
reviewed, and study scope are summarized in Table 1.
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Study title Reference Methods Studied population or source  Study scope
of information reviewed
Design of Laboratory Infor- Vu et al [24] Case study Common laboratory test re-  Described how BK-LIS, alaboratory infor-
mation System for Health sultsin Vietnam's hospitals ~ mation system, was designed and devel oped
Carein Vietnam BK-LIS to support the |aboratory activitiesin Viet-
nam’s hospitals
A Designof Renal Dataflow  Vu et al [25] Case study Hemodiaysis systemsin A case study of the development of BK-HD
Control and Patient Record Bach Mai Hospital and E manager, an | T2 solution that centrally
Management System for Hospital, 2 central-level hos-  manages the hemodialysis system in the
Renal Department Environ- pitalsin Vietnam hospital
ment in Vietnam
Automatic Retrieving Data Hai et a [26] Case study Electronic medical equipment Demonstrated technical solutions to auto-
From Medical Equipment to commonly used in Viet- matically retrieve data from medical de-
Create Electronic Medical namese hospitals vices. Thetypesof dataincludeimagesand
Records for an e-Hospita video data, laboratory test result data, and
Model in Vietnam waveform data
Toward VNUMED for Voeta [27] Case study EMRS from hospitalsin Introduced VNUMED, an intermediate
health care research activi- Vietnam database that gathers datafrom EMRs to
tiesin Vietnam support health care research, and related
challenges for its development in Vietnam
EMR Visudization for P& VO et d [28] Case study Gastroenterologistsand EMR  Described the development and testing of
tient Progress Tracking: In- datain Thong Nhat central- ~ EMR visualization, a visualization tool for
terface Design and System level hospital patient progress tracking, using data from
Implementation the hospital’s EMR system
Strategic ChallengesFacing Nguyen et al Review IT usein health carein Viet- A review of the IT applicationsin Viet-
User- and Patient-Centered  [29] nam before 2012 nam’s health sector before 2012. Challenges
e-Health in Vietnam in implementing patient-centered eHealth
in Vietnam were discussed
English-Based Pediatric Linetal [30] Multicenter, prospec- 203 physiciansfrom 11hospi- - pep Soft®, a clinical decision support sys-
Emergency Medici ne $oft- tive, pretest—posttest tals across Vietnam tem, was tested against physicians’ perfor-
ware Improves Physician study mance on a multiple-choice exam
Test Performance on Com-
mon Pediatric Emergencies:
A Multicenter Study in
Vietnam
Toward an Electronic Health  Hochwarter et Document analysis, Participant observationand  Investigation of the Viethnamese health sys-
Record System in Vietnam: &l [31] participant observation, document analysiswascon-  tem’s core readiness for electronic health
A Core Readiness Assess- and in-depth interview  ducted in adepartment of a  record implementation
ment top-level hospital in Vietnam;
in-depth interview with an
MoH¢? expert.
Open-Source LIMS®in Landgraf et Reviewingtheprogram  Reportsfromanational LIMS - Described the building and scale-up of a
Vietnam: The Path Toward  [32] reports project using an open-source  national LIMS program for clinical and
Sustainability and Host LIMS from 2008 to 2016 public health laboratoriesin Vietnam. Out-
Country Ownership comes of the program and the lessons
learned were discussed. A model for sustain-
ability that could be applied to diverselabo-
ratory programs was proposed
Electronic Health Record Nguyen [33] Cross-sectional study ~ Thai Binh provincial hospital The study assessed the readiness for elec-
Readiness Assessment in using a scoring tool tronic health record implementation in Thai
Thai Binh Hospital, Vietham Binh hospital, Vietnam. The 4 main compo-
nents of readiness included core readiness,
technological readiness, learning readiness,
and societal readiness
Artificial Intelligence vs Vuong et a Nonsystematic review  The literature about Al in An overview of Al research and applica-
Natural Stupidity: Evaluat- [34] medicineworldwide, theliter-  tions in medicine worldwide, proposing a

ing Al Readiness for the
Vietnamese Medical Infor-
mation System

ature about eHealth in Viet-
nam, and the Joint Annual
Health Review of Vietham
from 2012 to 2016

framework to evaluate Al readiness. The
assessment of Al readinessin Vietnam's
health care sector using the proposed
framework
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A T: information technol ogy.

PEMR: electronic medical record.

®PEM Soft: Pediatric Emergency Medicine Software.
dMoH: Ministry of Health.

€LIMS: |aboratory information management system.
fAl: artificial intelligence.

Results of I ndividual Sources of Evidence

Thedigital health domain that each study addressed, the context
in which the domain was considered, year of data collection or
reviewed evidence, and key findings of each study are presented
in Table 2.

Among the 11 publications reviewed, 5 reported the
development and testing of engineering solutions to gather,
manage, or visualize data from the medical devices or
information systems that were being used in the chosen
hospitals. The 3 studies published in 2010 and 2011 described
solutions to retrieve and manage data from laboratory devices
or hemodialysis systems, whereas the 2 studies published in
2019 involved electronic medical record (EM R)-based solutions.

The other 6 articles addressed aspects of digita health
implementation in Vietham's health care system. Among these,
no study examined a specific clinical information systemin the
hospital setting. EHR implementation was discussed in the 2
readiness assessment studies, in which oneinterviewed an MoH
staff member, whereas the other study surveyed health care
workersinaprovincia hospital. These stakehol ders recognized
the benefits offered by EHRs and expressed positive attitudes
toward EHR adoption. However, there was a lack of IT
infrastructure, basic IT use among the hospital staff such as
regular communication via email, and IT training capacity in

https://www.jmir.org/2022/2/€32392
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place for EHR implementation. Lin et a [30] evaluated
physicians' performance on a multiple-choice exam with the
support of a system (CDS system [CDSS]). The participants
improved their exam performance when using the CDS software
compared with when not using the CDS software. However,
the software was only used for testing purposes and not
implemented in the studied hospitals. The national laboratory
information management system program published by Landgraf
et al [32] was largely used in public health laboratories rather
than integrated into a hospital-based system. The 2 reviews by
Nguyen et al [29] and Vuong et a [34] provided an overview
of how health care facilities in Vietnam had implemented IT
applications. Specifically, barriers for the development of
patient-centered eHealth and Al in medicine in Vietham were
summarized, including the lack of national health databases,
unstandardized data collection, and paper-based workflows.
Importantly, most of the data analyzed in these 6 studies were
collected in 2016 or earlier. The CDS performance and the EHR
readiness assessments were conducted in the period from 2010
to 2014. The paper by Landgraf et al [32] wasbased on program
reports from 2008 to 2016, whereas the review by Nguyen et
al [29] provided insights into Vietham eHealth before 2012.
Discussions in the review by Vuong [34] were significantly
carried out upon the analysis of the MoH annual reports from
2012 to 2016.
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Table 2. Summary of the digital health domains and findings from academic publications.

Study Digital health do- Contextinwhichthe Year of data Summary of findings relevant to digital health systemsin hospitalsin
main intervention was collectionorre-  Vietnam
considered viewed evi-
dence®
Vueta [24] Laboratory informa- Common laboratory 2010 or earlier® ¢  Presented how alaboratory information system was designed to
tion system test resultsin hospi- solve the paper-based |aboratory result management.
talsin Vietnam
Vuetd [25] Hemodiayssman- Hemodidysissyss o010 or earlier® © A central management system for hemodialysis machinesin 2
agement system temsin Vietham's hospitalsin Vietnam was designed and tested.
hospitals
Hai eta [26] Dataacquisition Electronic medical 9011 or earligr® ¢ Anengineering solution to automatically retrieve data from med-
from medical de-  equipment common- ical devices such asultrasound, ECG, and |aboratory devices for
vices ly used in Viet- personal health records.
namese hospitals
Voetd [27] A databaseof EMRY EMRsfrom hospi-  After 2019 o  Thelack of standardized EMR use among Vietnamese hospitals
data tasin Vietnam posed a challenge for data gathering and research. VNUMED is
adatabase that aimsto collect and standardize data from different
EMR systems.
VOeta [28] Datavisudization DatainEMRfroma Between2015 .« A datavisualization app to track patient progress based on data
for EMRs Vietnamese hospitl 514 2019 collected from the local EMR system was developed and tested
by the gerontologists as the end users. The testing results showed
positive feedback from the end users regarding usability. The app
was being updated for large-scale testing.
Nguyeneta Readinessfor pa- Health carein Viet- Before 2012 «  Provided an overview of information technology applicationsin
[29] tient-centered nam before 2012 Vietnam’s health care system from its beginning until 2011.
eHealth
Linetal [30] cpge Physiciansin hospi- 2010 to 2011 «  Thestudy provided evidence that CDS technologies can improve
tas physicians' medical knowledge in the context of Vietnamese
hospitals.
Hocwarter et EHR readiness Hospitalsin Viet- 2013 «  Provided evidence on the corereadinessto anational EHR includ-
a [31] nam ing the following:

« Identification of needs for future changes that will be ad-
dressed by the EHR system.

«  Challenges posed by the status quo that demanded an EHR
system: the existing system of medical records; quality of
the existing record-keeping practice; the numbering system
for medical records; patient identification methodsin medical
records; use of daily admissions and dischargelists, medical
record archiving after patient discharge; medical record
preservation when in archive; practice of ICD-10" and use
of ICD-10in redlity.

«  Planning for the new EHR project by the Ministry of Health.

« Integration of technology:

« Integration with the current services; plan to integrate the
EHR system with the existing hospital information systems;
use of health informatics standards; the use of defined inter-
faces or gateways in data exchange.

Landgraf et Laboratory informa=  Mainly district 2008 to 2016 «  Described the development, deployment, and operation of ana-
a [32] tion system health centers and tional LIMSY project using an open-source LIMS,

public health labora-
toriesin provinces
with a high preva-
lence of HIV

«  Proposed factors for the sustainability of a health information
system in Vietnam: (1) selection of appropriate technology, (2)
capacity building and knowledge transfer, (3) financia viability,
(4) leadership and management, and (5) alignment with national
health strategies.
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Contextinwhichthe Year of data
intervention was
considered

Study Digital health do-
main

viewed evi-
dence?

Summary of findings relevant to digital health systemsin hospitalsin

collectionorre- Vietnam

Nguyeneta EHR readiness
[33]

A provincial hospita 2013 to 2014
in Vietnam

Vuongetd  Reaginessfor AlNin  Health care of Viet-  2012-2018
(34] medicine nam (mainly 2012-
2016)

«  Provided evidence on EHR readinessin a Vietnamese provincial
hospital, including the following:

«  Corereadiness. needsfor change, planning, suitability of in-
frastructure, and integration of new technology with the ex-
isting servicesin the hospital.

«  Technological readiness: need for information technology
adoption and information technology infrastructure’s capabil-
ity to implement an EHR.

«  Learning readiness: information technology training for
hospital and implementation staff.

«  Societal readiness:
«  Electronic communication with other organizations, data
exchange between organizations, and sociocultural el ements
between health workers and patients.

« Readinessfor Al in medicine in Vietnam was assessed based on
3 factors: financial support, technological, and sociopolitica. In
general, although Al in medicine research and political commit-
ment was somewhat promising, the technical factor was seen as
weak and inadeguate.

#The period when primary data are collected or reviewed sources are published.

bOn the basis of published year and reported grant period.

®ECG: electrocardiogram.

9EMR: electronic medical record.

€CDS: clinical decision support.

flCD-10: International Classification of Diseases, Tenth Revision.
9IMS: laboratory information management system.

PAl: artificial intelligence.

Policies
Selection of Sources of Evidence

A total of 10 search querieson the Th Vi n Phap Lu t database
returned 266 results. After removing duplicatetitles, therewere
221 results remaining in the first screening round. In total, 30
articleswere selected from this screening phase with 191 articles
excluded for the following reasons: unrelated to HIS adoption

Figure 3. Summary of government document selection.
| Search query #1 = 17 results }—

| Search query #2 = 10 results }—

| Search query #3 =41 results }

| Search query #4 =80 results }—

| Search guery #5 = 1 results }— 266 221
before Duplicates after
l Search query #6 = 7 results } duplicates | ®moval | guplicates

removal removal

| Search query #7 = 13 results |

l Search query #8 = 24 results }

| Search query #9 = 5 results }—

|Search query #10 = 68 results}—
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(n=157), limited relevance to HI S adoption (n=13), not apolicy
or guidance document (n=5), expired (n=13), and documents
whose contents are covered in an included policy (n=3; Figure
3). Manual scanning on the MoH’s Electronic Health
Administration website and snowballing from the reviewed
documents helped identify 13 potential policies and guidance
documents. Full text was screened for atotal of 43 documents,
which yielded 20 documents including for review and data
charting.
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Characteristics of Sources of Evidence
Table 3 presents an overview of the policies and guidance

documents included. Characteristics of the documents were
charted, including the enactment time points, policy ID numbers
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andtitles, the digital health domainsrelated to the policies, and
the ministries that mandated the policies. Owing to the lengthy
original titles, shorter denoted titles were created for easier
reference of the documents in this paper.
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Table 3. Summary of policy documents.

Tranetd

Valid from Policy ID number and title Denoted title Domain Ministry

December 2006 Decision 5573/QD-BY T year 2006 on Guidelinefor Hospital Infor-  The HIMS2 Guidance Hospital information  pjoHP
mation Management Systems [35] management system

June 2013 Decision 2035/QD-BY T year 2013 on Terminology Systemsand  The Recommended ~ Standardsfor hospital MoH
Data Exchange Standards Recommended for Health | T¢ [36] Standardsfor HITY ~ information systems

October 2014  Decision 4159/QD-BY T year 2014 on Guidance on Ensuring Secu-  The Cybersecurity Cybersecurity in MoH
rity of Electronic Health Data in the Health Sector [37] Guidance health organizations

March 2015 0r  Circular 53/2014/TT-BY T on Required Conditionsfor Provisionof The Required Condi- Conditions for provi- MoH

January 2017° Headlth IT Activities [38] tionsfor HIT sion of heath IT

October 2015  Decision 4495/QD-BYT year 2015 on Guideline for Developing ~ The Guidancefor Lo-  Cybersecurity in MoH
Local Information Safety and Security Rulesin Health Facilities  cal Cybersecurity Pol-  health organizations
[39] icy

October 2015  Decision 4494/QD-BY T year 2015 on Response Proceduresfor In-  The Guidancefor Cy- Cybersecurity in MoH
formation Safety and Security Issues in the Health Sector [40] bersecurity Response  health organizations

September 2016  Decision 5004/QD-BY T year 2016 on The Architectural Framework The Social Health In-  Electronic hedthinsur- MoH
of the Social Health Insurance Information System [41] surance EAF ance claim

June 2016 Decision 917/QD-BHXH year 2016 on Announcement of theHealth  The Insurance Portal  Electronichedthinsur-  Vietnam So-
Insurance Portal version 2 [42] V2 Guidance anceclaim cia Security

September 2017 Decision 4210/QD-BY T year 2017 on Requirements for Standard  The Claim Standard-  Electronic hedthinsur- MoH
and Format of Output Data Used in Management, Assessment and  ization Guidance anceclaim
Reimbursement of Insurance-Paid Health Care Expenses [43]

August 2017 Decision 3725/QD-BY T year 2017 on Guidelinesfor Functionalities, The||<9 Guidance LIS MoH
Interoperability, Infrastructure and Human Resources for Establish-
ing and Implementing Laboratory Information Systemsat Healthcare
Facilities[44]

February 2018  Circular 54/2017/TT-BY T on Assessment Criteriafor Information The HIT Maturity HIT maturity MoH
Technology Implementation in Healthcare Facilities [45] Model

July 2018 Circular 39/2017/TT-BTTTT on Technical Standardsfor IT Imple- The Recommended ~ Standardsfor IT appli- ppich
mentation in State Organizations [46] (replaced circular 22/2013/TT-  Standardsfor IT in cationsin state organi-
BTTTT) State Organizations  zations

March 2018 Circular 48/2017/TT-BY T on Regulations on Data Exchange in The Electronic Claim  Electronichedthinsur- MoH
Management and Reimbursement of Health Insurance Claims[47] Regulations anceclaim

December 2018 Decision 7603/QD-BY T year 2018 on The Service Coding System The Terminology and  Electronichedthinsur- MoH
for Healthcare Management and Health Insurance Reimbursement ~ Service Coding Syss  ance claim
version 6 [48] tem version 6

October 2019  Decision 4888/QD-BY T year 2019 on The Smart Health IT Imple- The Smart HIT Digital health strate-  MoH
mentation and Development Scheme from 2019 to 2025 [49] Scheme gies

March 2019 Circular 46/2018/TT-BY T on Regulations for Electronic Medical  The Regulationsfor  EMRs MoH
Records [50] EMRS

November 2019 Decision 5349/QD-BY T year 2019 on Implementation Plan for The EHR! Plan EHRs MoH
Electronic Health Record [51]

December 2019 Decision 6085/QD-BY T year 2019 on the eHealth Architectural TheEHAFX version2 Architectura frame-  MoH
Framework version 2.0 [52] work

December 2020 Decision 5316/QD-BY T year 2020 on The Digital Transformation The Digital Transfor- Digital health strate-  MoH
in Health Care Scheme Until 2025 and Navigated Toward 2030[53] mation Scheme gies

May 2020 Decision 2153/QD-BY T year 2020 on Regulations on Creation, TheHedthID Regula-  National health ID MoH

Utilization and Management of Health ID [54]

tion

3HIMS: Hospital Information Management System.
BMoH: Ministry of Health.

CIT: information technol ogy.

9HIT: health information technol ogy.

®March 2015 or January 2017: applicable since March 2015 for organizations that had not implemented any health information systems and since
January 2017 for organizations that had implemented health information systems.
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fEAF: electronic architecture framework.

9LIS: laboratory information system.

hMIc: Ministry of Information and Communications.
'EMR: electronic medical record.

JEHR: electronic health record.

KEHAF: eHealth architectural framework.

Results of I ndividual Sources of Evidence

A total of 20 government documents were combined into 11
groups based on the digital health domains or subjectsthat they
addressed. These groups included hospital information
management systems, general and interoperability standards,
cybersecurity in health organizations, conditions for the
provision of health IT, electronic health insurance claims,
laboratory information systems (LISs), health IT (HIT) maturity,
digital health strategies, EMRs, EHRs, and eHealth architectural
framework (EHAF). Table 4 presents these policy groups and
the main purpose of each policy. In the following section, we
have summarized the policies and their objectives in
chronological order.

Most of the digital health policies reviewed were released and
cameinto effect after 2013, excluding the Hospital Information
Management System (HIMS) Guidance, which was enacted in
2006. The HIMS Guidance was an instruction regarding the
functionalities and standards for HIMS used in state health
facilities [35]. In 2013, the MoH promulgated guidance for
interoperability standards and terminology systems applicable
for hedth information systems [36]. Some of these are
mandatory such as the HL7 messaging version 2 or 3, Digital
Imaging and Communications in Medicine, SDMX-HD
(Statistical Dataand M etadata Exchange—Health Domain), and
International Classification of Diseases, Tenth Revision
(ICD-10) Clinica Moaodification, whereas the others are
recommended, including the HL7 Clinica Document
Architecture, HL7 Continuity of Care Document, World Health
Organization Anatomical Therapeutic Chemical, and Logical
Observation I dentifiers Names and Codes. Standardsfor general
IT applications are guided by the Ministry of Information and
Communications (MIC) [46].

The 3 Cybersecurity Guidance documents for state health
organizations were published in 2014 and 2015. The

https://www.jmir.org/2022/2/€32392
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Cybersecurity Guidance covers 16 components of an I T system
in ahealth organi zation such as network, databases, applications,
account management, and data transmission [37]. As
organizations using IT systems are required to develop and
implement their own cybersecurity policy, the Guidance for
Local Cybersecurity Policy provides genera instructions for
the making of these local policies [39]. Finally, the Guidance
for Cybersecurity Response isa standard procedure to identify,
classify, report, and handle cybersecurity issues in health
facilities[40]. In March 2015, the Required Conditionsfor HIT
announced the essential criteria that organizations must meet
when implementing HIT in Vietham [38]. Accordingly,
organizations must satisfy specific requirements for 1T
infrastructure, information security, IT workforce, and
implementation of several technologies.

In 2016 and 2017, the MoH and the Vietnam Social Security
(VSS) initiated the electronic social health insurance claim
system, which was accompanied by the promulgation of several
regulations and guidance. First, the Social Health Insurance
Electronic Architectural Framework was published, describing
the system’s structure and operation [41]. A web-based portal
was established, on which health providers can submit claims
and check insurance information. To provide instructions for
health facilities on using the portal, the VSS published the
Insurance Portal V2 Guidance [42]. As claim data must be
collected and formatted in a standardized manner, the Claim
Standardization Guidance is intended to provide the necessary
instructions for health facilities on claim preparation [43]. The
Vietnam socia hedth insurance system uses a nationa
terminology and service coding system to form billing codes
from medical documentation. In 2018, this coding system was
in its sixth iteration [48]. Finaly, the Electronic Claim
Regulations defines the responsibilities of health providers and
insurance agencies surrounding claim sharing and feedback

[47].
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Table 4. Main purposes of the policies.

Group of domains and denoted title Purpose of the document Valid from

Hospital information management system

The HIMS? Guidance A guidance for functionalities and standards of HIMSs December 2006
General and interoper ability standards

The Recommended Standardsfor HIT® A list of nomenclature systemsand interoperability standardsthat the MoHC required June 2013
or recommended for health information systems

The Recommended Standards for ITY A list of general IT standards that the MI1CE required or recommended for healthin- July 2018
in State Organizations formation systems

Cybersecurity in health organizations
The Cybersecurity Guidance A comprehensive guidance of cybersecurity measures for health facilities October 2014

The Guidancefor Local Cybersecurity A guideline for developing organization information safety and security policiesfor  October 2015
Policy health facilities

The Guidance for Cybersecurity Re- A guidancefor classifying, identifying, reporting, and handling cybersecurity issues  October 2015
sponse in health facilities

Conditionsfor provision of health IT

The Required Conditions for HIT Criteriathat health facilities must satisfy when implementing digital health systems. March 2015 or
Four areas addressed in the circular include I T infrastructure, information security,  January 2017
human resource, and specific criteriafor some HIT systems

eHealth insurance claim

The Social Health Insurance EAF Explaining the architecture model for the social health insuranceinformation system September 2016
to be built by the MoH

The Insurance Portal V2 Guidance Announcing the launching of the Health Insurance Portal version 2 with aninstallation  June 2016

manual attached

The Claim Standardization Guidance A guidance for standardization of claims dataincluding variable definition and data September 2017
standards

The Electronic Claim Regulations Responsibilities of the health care organizations and the insurance agenciesin elec- March 2018

tronic claim exchange and investigation

The Terminology and Service Coding A common list of health services with the relevant codes used in the social health  December 2018

System version 6 insurance claim and reimbursement, updated to version 6
LIS]
The LIS Guidance A guidance for functionalities and standards of LISs August 2017
HIT maturity
The HIT Maturity Model Seven levels of HIT application applicable for health care organizations, made of 8 February 2018
key components and capabilities. Criteriafor each HIT level and component were
provided herein.

Digital health strategies

The Smart HIT Scheme Presenting the agenda to develop and implement digital and smart technologiesin ~ October 2019
Vietnam’'s health care for the period from 2019 to 2025

The Digital Transformation Scheme  Presenting the agenda to comprehensively implement IT in Vietnam’'s health care December 2020
until 2025 and navigated toward 2030

EMRS"
The Regulations for EMRs Criteriafor EMR development and implementation to abide by Health CareLaw and March 2019
replace paper medical records
EHR'
The EHR plan The national plan of the MoH to build and implement the EHR systemin Vietnam  November 2019
The Health ID Regulation The health ID system used for eHealth data of Vietnamese residents May 2020

Architectural framework
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Group of domains and denoted title Purpose of the document

Valid from

The EHAF version 2

Explaining the architecture model of key I T systems and databases built by theMoH December 19

3HIMS: health information management system.
BHIT: health information technol ogy.

®MoH: Ministry of Health.

4T information technol ogy.

eMIC: Ministry of Information and Communications.
fEAF: electronic architectural framework.

9L1S: Iaboratory information system.

PEMR: electronic medical record.

'EHR: electronic health record.

JEHAF: eHeslth architectural framework.

Guidance for LISs was published in August 2017, addressing
the functionalities and standards required for such systemsin
Vietnam [44]. From 2018 to 2020, the MoH issued severa
policies that govern key digital health systems such as the
maturity model for HIT, EMRs, and EHRs. From February
2018, the HIT Maturity Model began to be used as a roadmap
for health care organizations to build and upgrade their digital
health system [45]. Similar to the Healthcare Information and
Management Systems Society’s Analytics Electronic Medical
Record Adoption Model [55], this maturity model features 7
levels of HIT application, each of which is built on a specific
set of criteria. The most basic level (level 1) only requires the
implementation of HI Ssto manage outpatient services, whereas
the highest level (level 7) defines a paperless environment that
deploysacomprehensiverange of HIT suchasHIS, EMR, LIS,
radiology information system and picture archiving and
communication systems (RIS-PACS), and CDSS with
interoperability between the systems. EMR adoption isgoverned
by the Regulations for EMRs, enacted in March 2019 [50]. The
circular sets out the requirements for EMRs so that their use
abidesby Health Care Law and is eligible to completely replace
paper medical records. In the same year, the MoH announced
a plan to roll out EHRs on a nationwide scale, starting in
municipal cities[51]. Although EMRs serve inpatient care and

https://www.jmir.org/2022/2/€32392

can vary in their specifications depending on the specialty in
which they are implemented, the EHR system can be seen as
thedigital version of the paper-based primary health record [56]
andisalifetime health document of every Vietnamese resident.
Information in EHRs is mainly collected and updated by the
district health facilities and outpatient clinics. The MoH has
also announced the National Health ID systeminthe Health ID
Regulation [54], in which each health |D number is unique and
represents an individual for their lifetime.

An overal picture of the IT systems that the MoH has been
developing is depicted in their EHAF, presented in Figure 4
(adapted from the Vietnam MoH [52]). The framework was
first published in 2015 [57] and subsequently updated in 2018
[58] and 2019 with the EHAF version 2 [52]. According to the
EHAF version 2, EMRs and EHRs are the 2 main components
of the health care building block. In 2019, the MoH announced
the Smart HIT Scheme, presenting an agenda to develop and
implement digital and smart technologies in Vietnam’'s health
carefor the period from 2019 to 2025 [49]. By the end of 2020,
the Digital Transformation Scheme was published, setting the
goals to implement IT in multiple areas of the health sector
including state administration, cashless payment and teleheal th,
disease prevention and primary care, and health care [53].
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Figure4. The Ministry of Health's eHealth Architecture Framework version 2.0 (adapted from the Vietnam Ministry of Health [52]). The following
are English trandlations for the abbreviations—ATTP: food safety; BHY T: health insurance; DMDC: reference catalogs, DSKHHGD: population
planning; D C: pharmacy; HTQT: international collaboration; KCB: health care; KHDT: research and training; KHTC: finance; MTY T: environmental
health; PC: legislation; SKBMTE: maternal and child health; Tri thcy t : health knowledge; TCCB: human resources;, TTB-CTY T: medica devices
and infrastructure; TTRA: inspection; TT-TDKT: reward; YHCT: traditional medicine; Y TDP: preventive medicine. EHR: electronic health record;

IT: information technology; MoH: Ministry of Health.
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Details of Included Policies

In the subsequent sections, we have expanded on thekey palicies
in each digital health domain.

Architectural Framework: The EHAF Version 2

The framework isintended to guide the future devel opments of
eHealth in the public sector, ensuring their compatibility with
the current components and directed toward common goals.

The EHAF version 2.0 (decision 6085/QD-BY T year 2019 on
the eHealth Architectural Framework Version 2.0 [52]) has 7
layers including the following:

1. End users (people and businesses)
2. Communication channels (means to communicate with

applications and services of the MoH such as computers,
smartphones, and information portals)

Services and applications layer. This layer comprises 4
building blocks including disease prevention, health care,
administration, and public services

Databases and data analysis tools layer. This includes
multiple databases specialized for each health area managed
by the MoH, for example, traditional medicine, pharmacy,
and health insurance

The MoH’s Local Government Service Platform. This
platform provides shared supporting services for the upper
layers. The MoH’s Local Government Service Platform is
also able to communicate with other ministries and
provinces through the National Government Service
Platform

Technological infrastructure layer

Management and monitoring layer

6.
7.

Anillustration of the EHAF version 2.0 can be found in Figure
4 (adapted from the Vietnam MoH [52]).
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Digital Health Strategies

The Smart HIT Scheme

The Smart HIT Scheme (decision 4888/QD-BY T year 2019 on
the Smart HIT Implementation and Development Scheme from
2019102025 [49]) seeksto usedigital health, particularly smart
technology, in Viethamese health care. The scheme highlighted
the Industrial Revolution 4.0 concept and the technologies
characterizing thisera, for example, big data, Al, and theinternet
of things. Following the intention of the Vietnamese government
to take advantage of this revolution, the scheme points out the
readiness of Vietham's health system for implementing digital
health technol ogies a ong with theimpact that these technologies
can have on the health system. Finally, the scheme presents an
agenda to promote and implement digital and smart health IT
in Vietnam. The information relevant to the scope of this study
is summarized in the subsequent sections.

The scheme aims to implement and develop digital health and
smart health technol ogies for a modern, high-quality, equitable,
efficient, and internationally integrated health system and to
promote residents access to health information so that they
can use a highly efficient health service and have their health
continuously protected, taken care of, and promoted during
their lifetime. The following goals are specified:

1. Developing a smart health care and disease prevention

system

Promoting IT implementation in health facilities for
administrative process improvement and reducing hospital
overload: adopting EMRSs to replace paper records, using
a cashless payment system for hospital billings, and
establishing smart hospitals

Promoting IT implementation in health administration:
installing the electronic office system, public portals, and
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To achieve these goals, the scheme proposes 9 areas of action
from 2019 to 2025, including the following:

1

2.
3.
4,

singleewindow information system of administrative 5. Building a smart health administration system

procedures, promoting level 3 and level 4 web-based public 6. Developing the workforce

service, building a smart health administration 7. Promoting smart health IT research, development, and
implementation

8. International cooperation

9. Educating the public's awareness of smart health care

Building the regulatory framework, guidance, standards,

and economic—technical norms

Building the health I T infrastructure

Building asmart health care and disease prevention system

Building a smart health care system

In the scope of this study, we presented the detailed agenda of
area1—nbuilding the regulatory framework, guidance, standards,
and economic—technical norms—and area 4, building a smart
health care system (Textboxes 2 and 3).

Textbox 2. Areal of the Smart Health Information Technology Scheme: building the regulatory framework, guidance, standards, and economic—technical
norms.

Area 1 of the Smart Health Information Technology Scheme

Building eHealth architecture framework as a prerequisite for information technology implementation in the health system
Developing regulations for the resident health ID system

Developing standards for interoperability between health information technology (HIT) systems, that is, health station management software,
electronic medical records, and electronic health records (EHRS)

Developing economic—technical normsfor HIT, in which HIT costs are a part of the total health service cost
Building policy for managing and using el ectronic nomenclature and coding systems in the health system

Building policy for using EHRs

Developing regulations for cybersecurity and privacy protection for health information in the web-based environment

Building human resource policies for HIT specialists

Textbox 3. Area4 of the Smart Health Information Technology Scheme: Building a Smart Health Care System.

Area 4 of the Smart Health Information Technology Scheme

Updating the management software and digital health systemsin hospitals:

«  Develop heath information systemsthat adhere to the national and international standards, in which interoperability between theinformation
systems and between the information system and the digital devices (Iab devices, imaging diagnosis devices, interactive screens, personal
mobile devices, etc) is ensured

«  Standardizing the National Health ID system

«  Building smart hospitals—health care organizations consult the Health Information Technology Maturity Model to develop their smart
hospital roadmap

Electronic medical records (EMRs) are implemented in al health care organizations according to the EMR rollout timeline in circular

46/2018/TT-BYT on the Regulations for EMRs, aiming for paperless medical records and cashless payments in hospitals

Establishing and scaling up information kiosks in hospitals

Promoting artificia intelligence (Al) application in health care with the following priorities:

«  Building interoperability standards to implement the Internet of Medical Things as an infrastructure to operate clinical decision support
systems (CDSSs)

« Developing real-time CDSSs closely integrated with EMRs

« Imaging diagnosis assistance

«  Surgery assistance

«  Encouraging businesses and health care organi zationsto build big data systems embedded with Al agorithm to support clinical decision-making
» Diseasediagnosis, treatment, and prevention with traditional medicines

« Applying Al in speciaties such as imaging diagnosis, cardiovascular diseases, respiratory diseases, orthopedics, cancer, obstetrics, and
pediatrics
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The Digital Transformation Scheme

The Digital Transformation Scheme (decision 5316/QD-BY T
year 2020—TheDigital Transformationin Health Care Scheme
until 2025 and navigated toward 2030 [53]) seeksto implement
ITinal aspectsof hedth careasit definesdigital transformation
in health care as the comprehensive application of information
technol ogy which prioritizesthe cutting-edge digital technol ogy
that can make positive changesin all aspects of health care.

The key 4 areas addressed in this scheme are state
administration, cashless payment and telehealth, disease
prevention and primary care, and health care. In the health care
area, the scheme aimsfor 15% (210/1400) and 50% (700/1400)

Tranetd

of hospitalsin the country to successfully adopt paperlessEMRs
and cashless payment by 2025 and 2030, respectively.

Textbox 4 summarizes the areas and subareas of action set out
in the scheme.

Area 5 (digital transformation in primary care and disease
prevention) and area 6 (digital transformation in hospitals) are
considered priorities over the others. We present details of area
1.2 (Textbox 5) and area 6 in subsequent sections.

Areab, ie, Digital Transformationin Hospitalsislargely similar
to area4 (building asmart health care system) of the Smart HIT
Scheme. A comparison between theseis shown in Table 5.

Textbox 4. Summary of areas of action in the Digital Transformation Scheme.

Areasof action
«  Areal: infrastructure development

« Areal.l: awareness education

« Areal.2: building the regulatory framework, guidance, standards, and economic—technical norms

« Areal.3: building and upgrading the information technology infrastructure

« Areal.4: building health databases
« Areal5: building digita hedth platforms

« Areal.6: ensuring cybersecurity

« Areal.7: international cooperation, research, and innovationsin digital health

« Areal.8: workforce development

«  Area2: implementing information technology in administration and public services

« Area3: promoting investmentsin digital health from businesses and hospitals

o Area4: digitalization in societies
« Areab: digita transformation in primary care and disease prevention

« Area6: digital transformation in hospitals

Textbox 5. Area 1.2 of the Digital Transformation Scheme: building the regulatory framework, guidance, standards, and economic—technical norms.

Area 1.2 of the Digital Transformation Scheme

«  Publishing regulations and guidance for doing trials of novel digital health products; developing digital health platforms

«  Developing regulationsand standards for data exchange and interoperability between health information systems based on international standards
«  Developing regulations for collecting and managing health data; building a decree for the national health database

«  Providing guidance for digital health technologies; updating guidance for building smart hospitals and paperless hospitals

«  Developing regulations for protecting security, safety, and confidentiality of health data in the web-based environment

.  Developing regulations and guidance for electronic authentication in health care

o  Implementing and updating the MoH’s e-government structure

« Developing financial mechanismsfor health I T services as part of the overall health care service and mechanisms for hiring health I T services

«  Developing policies and regulations for telemedicine and e-prescription so that patients can use remote health care services

https://www.jmir.org/2022/2/€32392
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Table 5. Comparing area 4 (decision 4888/QD-BY T year 2019) and area 6 (decision 5316/QD-BY T year 2020).

Area4 of thesmart HIT? Area6 of the Digital

Category scheme Transformation Scheme
Updating management software and digital health systemsin hospitals Yed Yes
Standardizing the National Health ID system Yes Yes
Building smart hospitals based on circular 54/2017/TT-BYT Yes Yes
EMRC implementation based on circular 46/2018/TT-BYT Yes Yes
Building information kiosks Yes No
Promoting Al% application in health care Yes Yes
Conducting teleheal th and web-based registration based on decision 2628/QD-BY T year 2020 o Yes
Implementing the national prescription management system in all health care organizations No Yes

8HIT: health information technology.

BThe information was addressed in the document.
CEMR: electronic medical record.

Al artificial intelligence.

®The information was not addressed in the document.

EMRs. The Regulationsfor EMRs

EMR refers to the clinical record system used in hospitals
inpatient departments. They arelocally managed by health care
ingtitutions and different from the EHR system, which is
centrally managed on the national database and intended for
use by the commune health facilities and outpatient clinics
(circular 46/2018/TT-BY T on Regulations for EMRs [50]).

This circular is the first official guidance for EMRs in public
health carefacilities. It ensuresthat the use of EMRs can uphold
the equivalent law and can legitimately replace paper-based
medical records. Health care organizations are eligible to
discontinue paper-based medical record—keeping if they can
satisfy all the criteria in this circular, which concern the
following areas:

[

Content specifications

EMR creation and update

Storage and backup

Access right and secondary use

Patient identification

Digital or electronic signatures

Basic functionalities

Adherence to interoperability and IT standards
. Datasecurity and confidentiality

10. Nomenclature system

© 0N ®WDN

A total of 4 essential criteria that must be prioritized are as
follows:

« Each patient’'sEMR is provided with an ID number that is
unique in the health organization.

« All information that a traditional medical record collects
can also berecorded by EMRs.

- Each EMR must have adigital signature of the onewho is
responsible for the information entered in that record.

- Datastored in an EMR system are protected by Section 2,
Article Il of Cyber information Security Law [59].

https://www.jmir.org/2022/2/€32392

In addition, the circular also provides the criteria for paperless
lab test and imaging diagnosis management with LISand picture
archiving and communication system. Full details of this
document can be found in Multimedia Appendix 2.

HIT Maturity: The HIT Maturity Model

Overview

The MoH put into effect the HIT Maturity Model (circular
54/2017/TT-BY T on Assessment Criteriafor I'T Implementation
in Health Care Facilities [45]) as a roadmap for HIT
implementation in health care facilities. Health care
organizations are required to evaluate their current HIT maturity
using this model and report the evaluation results to the MoH.
Thebasdlineresultsare arequisitefor health care organizations
to set goalsfor their next maturity level. An overall HIT maturity
level depends on the maturity level of the individual domains,
which are asfollows:

IT infrastructure

Administration and operation software
HIS

RIS-PACS

LIS

Nonfunctionality standards

Security and information safety

EMR

O N~ WDN PP

In addition, there are specific capabilities that are required for
each maturity level. An organization’soverall HIT maturity can
range from HIT level 1to HIT level7.

There are 7 levels (1 to 7) applicable for the IT infrastructure
domain and the HIS domain, and 2 levels (basic and advanced)
applicable for the other domains (administration and operation
software, LIS, nonfunctionality standards, security and
information safety, RIS-PACS, and EMRs). The 7 levelsof HIT
maturity are summarized in subsequent sections. An overview
of al the 7 levels can be found in Table 6.
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Table 6. Levelsof health information technology (HIT) maturity.

Information g2 || RIS EMRY Adminigras  Security Nonfunc-  Extracapabilities

technology PACSE tion and andinfor-  tionality

infrastruc- operation  mation criteria

ture software safety
HITlev- Level 7 Level Advanced Advanced Advanced Advanced Advanced Advanced « @ “Paperless’ hospitd if al rele-
d7 7 vant criteria are met

*  CDSS®level 3 supporting doc-
tors' decisions related to treat-
ment protocols and treatment
results using suitably customized
templates

*  DatainCDR' isanalyzedtoim-
prove care quality, patient safe-
ty, and care efficiency

« Clinica datacan bereadily
shared for stakeholdersin care

coordination based on HL7¢
standards

«  Continuous reports of hospital
services using the data collected

HITlev- Level 6 Level Advanced Advanced Basic Advanced Advanced Advanced « CDSSlevel 2 providing: evi-
a6 6 dence-based warnings for treat-
(smart ment; that is, health and

hospi- medicine advice, drug informa-
tal) tion and interaction check, and

initial order and prescription vi-
olation identification rules

o All structured forms; that is,
progress notes, consultation
notes, problem lists, and dis-
charge summariesaredigitalized

«  Closed-loop management of
drugs, using identification tech-
nologiesto assist drug adminis-

tration
HITlev- Level 5 Levdl Advanced Advanced p/ah Basic Basic Basic . PACS' can replace physical
es 5 films
HITlev- Level 4 Level Advanced Basic N/A Basic Basic Basic « PACSalowsdoctorsto access
d4 4 images outside the imaging de-
partment

«  Electronic ordering
«  Electronic management of inpa-

tient orders
HITlev- Level 3 Level Basic N/A N/A Basic Basic Basic «  Electronicrecordshaving digita
e 3 3 vital sign records, nursing notes,
medical procedures, and surgical

procedures are stored in CDR

« CDSSleve 1assisting electron-
ic prescription (new or historic
prescription)

«  Pharmacy information available
in the hospital network and sup-

ported with CDSS
HITlev- Level 2 Level N/A N/A N/A N/A N/A N/A « A CDR consisting of normencla-
d2 2 tureand coding systems, pharma-
cy, orders, and test results (if
available)

« Datain CDR can be shared be-
tween stakeholdersfor care coor-
dination
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Information g2 || RIS EMRY Adminigras  Security Nonfunc-  Extracapabilities

technology PACSE tion and andinfor-  tionality

infrastruc- operation  mation criteria

ture software safety
HITlev- Level 1 Level N/A N/A N/A N/A N/A N/A «  Patient’sinformation can be ac-
dl 1 cessed electronically

3H1S: hospital information system.
bLIs: |aboratory information system.

°RIS-PACS: radiology information system-picture archiving and communication system.

9EMR: electronic medical record.

€CDSS: clinical decision support system.

fCDR: dlinical data repository.

9HL7: Hedlth Level 7.

N/A: not applicable.

iPACS: picture archiving and communication systems.

HIT Level 1

HIT level 1includeslevel 1 of IT infrastructure and level 1 of
HIS, which aims to provide electronic access to patient data.
This IT infrastructure level essentially requires workstation
computers, a local area network, and an internet connection
while HIS manages outpatient and pharmacy data, and sends
claim data to the health insurance claim system. Adoption of
MoH’s terminology and service coding system is compulsory.

HIT Level 2

HIT level 2 is an upgrade of IT infrastructure and HIS from
level 1 to level 2. This will add to the pre-existing system a
dedicated server and the laboratory modules that manage
laboratory orders and results. HIT level 2 particularly aims at
building a clinical data repository (CDR) of pharmacy data,
laboratory orders, test results, and the terminology and service
coding system. Data in the CDR can be accessed by multiple
stakehol ders engaging in patient care.

HIT Level 3

HIT level 3 requires an upgrade of IT infrastructure and HIS
from level 2 to level 3. Added components include LIS,
administrative applications, and cybersecurity solutions at a
basic level. At this level, more security and storage
infrastructures are provided, including firewall devices, security
solutions, and speciaized storage. CDR capacity is increased
to cover vital sign data, nurse notes, and medical procedures.
Health care organizationswould start implementing CDSS level
1 to assist doctors with drug information via the facility’s
intranet.

HIT Level 4

HIT level 4 comprises level 4 IT infrastructure, level 4 HIS,
advanced LIS, and a basic level of RIS-PACS, administration
and operations software, cybersecurity, and nonfunctional
standards. Organizations at this HIT level can manage their
imaging diagnosis data €lectronically using RIS-PACS.
Although a basic RIS-PACS has yet to discontinue physical
film archiving [50], it offers essential functionalities such as
integration with imaging diagnosis machines and HISs, digital
image viewing, and measurement. An advanced LIS can manage
test samples and supplies, integrate with the HIS, and send out

https://www.jmir.org/2022/2/€32392

alerts for abnormal test values. A storage network (a storage
area network or a network-attached storage), a queue
management system with display screens, will complement the
IT infrastructure. Outpatient orders from doctors can be made
electronically, whereas all inpatient orders will be managed in
the digital system.

HIT Level 5

HIT level 5 differsfrom HIT level 4inlevel 51T infrastructure,
level 5 HIS, and advanced RIS-PACS. The advanced level of
RIS-PACS is able to conduct multi-site consultation, allowing
images to be viewed on multiple devices such as laptops and
mobile phones. Furthermore, the Regulations for EMRs allow
paperless image management if health care facilities have
advanced RIS-PACS with an eligible storage capacity [50]. At
level 5, HI Ss can manage emergency rooms, operating theaters,
appointments, and follow-ups and can integrate electronic
patient card.

HIT Level 6

Transitioning from HIT level 5 to HIT level 6 requires
organizationsto implement abasic EMR system in addition to
upgrading their IT infrastructure, HIS, administration and
operation software, security and data safety, CDSS, drug
management, and nonfunctional standardsto an advanced level.
Hospitals qualified for HIT level 6 or higher are certified as a
smart hospital. The basic EMR system provides inpatient
medical records and can integrate with other clinical information
systems. Mobile devicesworking on wirelesslocal areanetwork,
hospital security cameras, and backup storage systems are
needed to meet level 6 I T infrastructure.

Hospitalsat HIT level 6 can receive and use datafrom multiple
information systems such as drug information and interactions,
treatment protocols, and nutrition. Clinical information can be
accessed via mobile devices. In addition, HIT level 6 features
several extra capabilities including a level 2 CDSS, a safe
medicine management procedure, and increased digitalization
of clinical documents. Level 2 CDSSs can warn doctors of drug
interactions and potential treatment risks based on the most
updated evidence. The medicine management system provides
a closed and automatic medicine management procedure using
automated dispensing systemsand digital identification devices,
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for example, barcodes and radio frequency identification. All
structured clinical forms such as progress reports, consultation
notes, problem lists, and discharge summaries are digitized.

HIT Level 7

At HIT level 7, al 8 domains are at their highest level.
Organizations are now equipped with information kiosks and
network monitoring systems. A level 7 HIS provides
functionalities to manage EMRs, professional procedures,
control information kiosks, and support cashless payment. EMR
systems at the advanced level have dedicated functionalitiesto
manage medical records including increased storage duration,
syncing records, and restoring records. Datastored in the EMR
system are better protected and can be exchanged under
international standards such as HL7. According to the
Regulations for EMRs [50], an advanced EMR system with
qualified storage capacity is eligible to replace the paper-based
medical record system. Datafrom CDR are analyzed to improve
quality of care, patient safety, and service efficiency. Insights
for operationa activities can be continuously generated to
inform hospital departments such as inpatient, outpatient, and
emergency departments. Organizations at this HIT level can
exchange datausing HL 7 standards. Finally, level 3 CDSSscan
support a wider range of diagnosis and treatment decisions
(Table 6).

Conditionsfor Provision of Health I T: The Required
Conditionsfor HIT

The Required Conditions for HIT (circular 53/2014/TT-BY T
on Required conditionsfor provision of health I T activities[38])
can be seen asasummary of the criteriathat health carefacilities
need to satisfy when implementing eHealth systems.

This circular announces the conditions and requirements that
health care facilities operating in Vietnam must abide by when

https://www.jmir.org/2022/2/€32392
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implementing and operating health IT systems. Health IT
activities, as defined in the circular, involve providing,
transferring, collecting, analysing, storing and exchanging
health care data through the I T infrastructure. The conditions
specify 4 areas related to health IT implementation: IT
infrastructure, information security, human resource, and
operational requirements (Multimedia Appendix 3).

General and | nteroperability Standards

This group included 2 guidance documents, one from the MIC
and one from the MoH. Although the former addressed the
general technical standards that IT applications in state
organizations need to adopt, the latter revolved around the
national and international standards targeted at health
information systems.

The Recommended Standardsfor HIT

In June 2013, the MoH published decision 2035/QD-BY T (year
2013—Terminology systems and data exchange standards
recommended for health IT [36]) recognizing the terminology
systemsand technical standards applicablefor health I T systems.
Some terminol ogies and standards are required, whereas others
are recommended for adoption in public health care
organizations. It isstrongly advised in the decision that all public
facilities should adopt these systems, and information systems
not matching them should plan for relevant transitions. Table
7 presents the standards and nomenclature systems
recommended in the decision.

In addition to the standards, the MoH instructs IT systemsin
the health sector to follow other relevant IT standards from the
MIC that were addressed in circular 0/2011/TT-BTTTT, which
was then replaced by the new version, circular
22/2013/TT-BTTTT.
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Table 7. Standards and nomenclature systems for health information technology systems.

Categories and standard names Reference Guidance
Administrative nomenclature
Thelist of official administrative unitsin Vietnam Decision 124/2004/QD-TTg year 2004 and its amendments Compulsory
Thelist of ethnic groupsin Vietnam Decision121-TCTK/PPCD year 2004 and its amendments Compulsory
Thelist of occupationsin Vietnam Decision 114/1998/QD-TCTK year 1998 and its amendments Compulsory
International classification and coding for diseases and medical services
ICD-10-CM? WHOP Compulsory
ICD-0-3¢ WHO Recommended
ICD-10-PCS? WHO Recommended
ATCE WHO Recommended
Loinc Regenstrief Institute Recommended
International interoper ability standards
Health Level 7 messaging version 2.x or 3.0 Health Level 7 Compulsory
DICOMY version 2.0 The National Electrical Manufacturers Association Compulsory
SDMX-HD" WHO Compulsory
HL7 CDA! Hedlth Level 7 Recommended
HL7 ccD! Health Level 7 Recommended
ELINCSX The California HealthCare Foundation Recommended

% CD-10-CM: International Classification of Diseases, Tenth Revision, Clinical Modification.

BWHO: World Hedlth Organization.

%ICD-0O-3: International Classification of Diseases for Oncology, Third edition.
41CD-10-PCS: International Classification of Diseases, Tenth Revision, Procedure Coding System.

€ATC: Anatomical Therapeutic Chemical.

fLoINe: Logical Observation Identifiers Names and Codes.

9DICOM: Digital Imaging and Communicationsin Medicine.
NSDMX-HD: Statistical Dataand Metadata eX change-Health Domain.
'HL7 CDA: Hedlth Level 7 Clinical Document Architecture.

JHL7 cCD: Hedlth Level 7 Continuity of Care Document.

KELINCS: EHR-Lab Interoperability and Connectivity Specification.

TheRecommended Standardsfor I T in State Organizations

The MIC released circular 39/2017/TT-BTTTT (Technical
Standards for IT Implementation in State Organizations [46])
as guidance for the adoption of technical IT standards in state
organizations. Its first version is circular 22/2013/TT-BTTTT,
released in 2013. The circular advises on 5 categories of
standards such as connection, data integration, information
access, information security, and public key infrastructure. The
MIC encourages systems currently not adopting the standards
in thiscircular to carry out transitions by July 2018. A detailed
list of the standardsis shown in Multimedia Appendix 4.

https://www.jmir.org/2022/2/€32392

Electronic Health Insurance Claim

The Insurance Portal V2 Guidance

Decision 917/QD-BHXH year 2016 (Announcement of the
health insurance porta version 2 [42]) from the VV SS announces
the health insurance portal version 2 and provides detailed
guidelines on connection configuration and structuring data
sets. The guideline is intended for use by health care facilities
and provincial health insurance agencies who are responsible
for regular data upload to the portal. The VSS health insurance
claim and investigation structure are presented in Figure 5.
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Figure5. The Vietnam Socia Security health insurance and investigation structure. HIS: health information system.
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The guideline demonstrates 3 protocols that claim data can be
submitted, each of whichisaccompanied by detailed instructions
such as setting up connections, properly formatting data, and
uploading data to the portal:

« Via web service connection—supports a variety of data
submission including clinical data, service validation,
monthly reports, health insurance 1D checking, examination
history, and referral receipt from other facilities.

- Datasync from client software—supports syncing clinical
data to the system.

- Direct dataentry on the portal—supportsclinical dataentry
to the system.

The portal also offers functionalities for checking health
insurance account information, viewing information of previous
hospital visits, and checking referral documents between health
care facilities.

The Electronic Claim Regulations

The MoH-mandated circular 48/2017/TT-BYT (Regulations
on data exchange in management and reimbursement of health
insurance claims [47]) as an officia regulatory document for
web-based health insurance claims and investigation for health
care organizations. The circular essentially articulates the
responsibilities of health carefacilities and the health insurance
agency aswell asrelevant rulesin sending data and foll ow-ups.
The fundamental technical requirements previously described
in the VSS's guidelines are also outlined in the document
(Multimedia Appendix 5).

The Claim Standar dization Guidance

The health insurance portal requires claim datato be formatted
as XML, encoded with Unicode Transformation Format—8-bit
(UTF-8), and relevant data sets to be standardized for efficient
management and assessment. To support organizations in
preparing claim data, the MoH has delivered data formatting
guides and continuously updated them. The latest release is
found in decision 4210/QD-BY T year 2017 (Requirements for
standard and format of output data used in management,
investigation and reimbursement of insurance-paid health care
expenses[43]). Claimsfor groups of health servicesarerecorded
into separate data sets. Data setsfrom the same patient arelinked
through aunique I D number coded asMA_LK. Theinstructions

https://www.jmir.org/2022/2/€32392

The terminology and service coding

e Health facilities

e Pharmaceutical production and
import organizations

e The Ministry of Health

e The Department of Health

e Health insurance agencies

include dataitem, datatype, the allowed maximum length, and
guidance for data collection.

The scope of the document is as follows:

«  Guidancefor claims of general health services

- Guidancefor claims of medications

«  Guidancefor claims of medical procedures and supplies

- Guidance for claims of imaging diagnosis and laboratory
test services

- Guidancefor claims of follow-up interventions

- Theofficial groups of services by cost

- Theofficia hospital department codes

- Theofficial accident and injury codes

« Theofficial medicine bid packages and package codes

The Terminology and Service Coding System Version 6

The Service Coding System for Health Care Management and
Health Insurance Reimbursement (decision 7603/QD-BY T year
2018 on the Service Coding System for Health Care
Management and Health Insurance Reimbursement version 6
[48]), or the terminology and service coding system, was first
piloted in 3 cities in Vietnam in 2015 [60]. Since then, it has
been continuously updated, with version 6 [48] being the most
up-to-date. The system features nomenclatures of health
services, their standardized codes, regulated prices, and the
ICD-10 codes with Vietnamese instruction. The terminology
and service coding system has been made compulsory for use
in health information systems of state health facilities and
web-based health insurance claim activities. The 11
nomenclature groups provided in version 6 are as follows:

»  Technical service codes

+  Department codes

+ Inpatient bed codes

« Half-day bed codesin chemotherapy and radiotherapy
+  Medication codes

«  Traditional medication codes
« Traditional diagnosis codes

+  Medica supply codes

«  Blood product codes

« ICD-10 codes

+ Laboratory test codes
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Cybersecurity in Health Organizations. The
Cybersecurity Guidance

In October 2014, the MoH promulgated decision 4159/QD-BY T
year 2014 (Guidance on ensuring the security of electronic
health data in health organizations [37]) detailing the required
measures to safeguard cybersecurity in health facilities. These

Tranetd

regulations are applicable for organizations that conduct health
IT activitiesin the web-based environment, including managing,
using, storing, and exchanging health information. In general,
the measures and recommendations addressed by this decision
aim to maintain 3 characteristics (Textbox 6) in digital health
implementation The 16 cybersecurity areas covered in the
guidance can be found in Multimedia Appendix 6.

Textbox 6. Characteristicsin digital health implementation safeguarded by The Cybersecurity Guidance.

Security

«  Only authorized users can access the health information.

Integrity

from the administration unit.

Availability

«  Human resource personnel operating the IT system is ensured.

«  Passwords and access keys are encrypted during access and transmission and are saved at the health care facilities.

« Information can only be deleted or edited by authorized users. Information is preserved during storing and transmission.

« Integrity ismaintained in the management, use, storage, and transmission of information, in which changes are not allowed without authorization

«  Measuresto ensure integrity must be applied in accessing, entering, storing, using, processing, transferring, extracting, and recovering data.

«  Uninterrupted operation of the information technology (IT) system is ensured.

« Information can be accessed quickly in response to authorized requests.

« Policiesfor managing and implementing the I T system are developed, publicized, and adhered to (Multimedia Appendix 6).

LISs: The LIS Guidance

Decision 3725/QD-BYT year 2017 (guideline for
implementation of LIS in health care facilities [44]) guidesthe
technical features and functionalities of an LIS used in health
carefacilities.

The guideline first highlights the essential points that
organizations need to consider when implementing or
developingan LIS:

« LIS's capability to communicate and integrate with other
information systems in the hospital or health care system.

« Laboratory test results and related information can be
exchanged and linked between different laboratories in a
facility and with other facilities.

« LIS's design and technical documents to alow for easy
repair, maintenance, and upgrade.

«  Technical standardsrecognizedin circular 22/2013/BTTTT
and decision 2035/QD-BY T year 2013, where applicable,
must be adopted for LISs.

«  Advanced technologies are encouraged for implementing
LISs.

«  Facilitiesmust ensure the necessary conditionsfor managing
and operating LISs such as safety, data security, IT
infrastructure, and human resources (M ultimedia Appendix
7.

HIMS: TheHIMS Guidance

In 2006, the MoH released the decision 5573/QD-BY T year
2006 (Requirements and functional modules for hospital
management software (HMS) [35]) to guide the adoption of

https://www.jmir.org/2022/2/€32392

HMSin Vietnam’s public and private health carefacilities. The
guideline addresses the key requirements that an HM S should
meet in the regulatory and clinical context of Vietnam. An
HMS's functional modules and detailed instructions for each
module are also presented in the document (Multimedia
Appendix 8).

Electronic Health Records

Overview

The EHR system aimed to create and maintain alifetime EHR
for every Vietnamese resident. It differed from EMR systems
that are managed by hospitals. EHR contents were devel oped
based on the paper-based personal health record’s standardized
template. Each EHR profile isidentified by aunique health 1D
number.

The EHR Scheme

Overview

In decision 5349/QD-BYT year 2019 (The EHR Scheme [51]),
the MoH presents the scheme for setting up and implementing
the EHR system on a national scale. Accordingly, an EHR is
the digital version of health recordsthat are created, displayed,
updated, stored, and exchanged using electronic devices. Health
records are the medical documents that keep health care
information of a person for their lifetime and are regulated by
the MoH. The ultimate goal of this scheme isto provide every
Vietnamese citizen with an EHR while step-by-step establishing
apopulation health database in the National Health Data Center.
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The scheme requires the manufacturers to apply specific
standardsfor the EHR software. Textbox 7 liststhe requirements
for EHR systems according to the EHR Scheme.

Every EHR profile will have a national health ID number that
is unique for every citizen. The National Health ID system is
guided by decision 2153/QD-BY T year 2020 [54].

Textbox 7. Summary of requirements for electronic health record systems.

Tranetd

For data ownership, the government’s administrative bodies
(the MoH and the relevant Provincial Department of Health)
own and manage the data generated during EHR use. EHR
providersor EHR devel opers have responsibilities to hand over
data, software source codes, and other toolsthat allow the MoH
or the Department of Health to continue the EHR service with
another provider.

Category and requirements

«  Theelectronic health record (EHR) software’s design must meet the required standards:
«  TheEHR software can collect all thedatain astandard paper health record guided in decision 831/QD-BY T year 2017 (the standard template

of personal health record for primary health care)

«  TheEHR software can export datato XML files that follow the guidance set out in decision 4210/QD-BYT year 2017 (Standards for claim

data submitted to the web-based health insurance system)

«  TheEHR software can satisfy theregulationsin circular 48/2017/TT-BY T year 2017 (regulationsfor data sharing in health insurance claim)

o  Compatible with Health Level 7 standards

«  TheEHR software can use the National Health ID system and is interoperable with related health information systems

«  EHR functiona modules
«  Health service provision functionality
«  Administrative management functionality

« Information infrastructure management functionality

o Personal information protection

«  Protection of personal datain EHRs abides by Section 2, Chapter Il of the Electronic Data Safety Law

Per the timeline announced in the scheme, the MoH aims to
reach an EHR coverage of 80% in the population of central
government provinces by the end of 2020 and a coverage of
95% in Vietnam's population by the end of 2025. Following
arethe stepsto install and implement EHRs:

- Developing EHR software

- Installing EHR software in health facilities

- Providing EHR training for health workers

« Creating EHRs and collecting data for EHRs using the
pre-existing data at health facilities or viainterviews

«  Continuously updating datato EHRs at health facilities

- Making use of data collected in EHRs

- Maintaining the EHR system

Technical documentsand guidanceto operate and manage EHRs
will be built to guide EHR use at health facilities, including the
following:

- Interoperability specifications with the National Health 1D
system and related health information systems.

« Policiesfor using, managing, operating, and ensuring data
safety for the EHR system.

- Policiesfor creating, updating, and making use of EHRs.

« Financial mechanisms for maintaining and operating the
EHR system.

TheHealth ID Regulation

Decision 2153/QD-BYT year 2020 (Regulations on creation,
use, and management of health identification [54]), released in

https://www.jmir.org/2022/2/€32392

May 2020, announced that the social insurance ID will be the
national health ID. These ID numbers are nationally unique for
each patient and represent a set of identification data for that
patient. Each identification data set includes the patient’s full
name, date of birth, gender, place of birth ID, and health
insurance |D. Health ID isintended to be used with EHR, EMR,
and other health information systems as a common patient
identifier system.

Discussion

Principal Findings

Thisreview explored the current state of digital health research
and policiesin Vietnam to inform theimplementation of digital
systems used in hospital care. Nearly half of the hospital-based
studies were case reports of engineering solutions; 1 study
assessed physicians' performance with assistance from a CDS
software; 2 explored readiness to adopt EHRs; and 2 provided
a high-level review of Vietnamese eHealth. The data analyzed
in these studies were mostly collected in 2016 or earlier. These
findings suggest alack of research studies that investigate and
inform the implementation of digital health systems in
Vietnamese hospital settings.

Government policiesin Vietham have paid significant attention
to digital health over the past 5 years. The MoH has set out
specific regulationsfor EMR use and amaturity framework that
shapes the development of digital health systems in hospitals.
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Other national projects have occurred, such as the electronic
insurance claim system, the nationwide rollout of an EHR, and
a national health ID system. International standards such as
HL 7v2 messaging, ICD-10, and recently HL 7's Fast Healthcare
Interoperability Resources have been consi stently recommended.
Guidance documents have also addressed measures to ensure
cybersecurity in health organizations. These policiesare guided
by an architectural framework and digital health strategies that
ultimately aim to leverage I T, especially smart technology, in
all aspects of the sector.

Of all the policies reviewed, the Regulations for EMRs and the
HIT Maturity Model can be seen as the key policies for HIT
application in Vietnam's hospitals. Although the previous
national efforts focused on administrative systems such as the
HIMS [35], these policies aimed to promote the adoption of
clinica systems such as EMR, laboratory information
management system, and RIS-PACS. At this nascent stage of
HIT adoption, Vietnam has been focusing on building the
necessary infrastructure and emphasizing the role of HIT in
achieving a more efficient paperless environment. This is
reflected in the recent digital health agenda, which highlighted
the crucial role of EMRs in replacing paper medical records
[49,53]. A mgjor themethat the Regulationsfor EM Rs addressed
is the eligibility of transitioning to a completely paperless
environment for EMR systems, aswell as LIS and RIS-PACS
[50Q]. Although thisis a practical and well-defined motivation
for EMR adoption, the World Health Organization
recommended thetrue benefits of EM RS, such asimproved data
quality, timely accessto information, and increased care quality,
should be proven to encourage buy-in from health care workers
[61]. Thus, future policies may seek to link EMR and HIT
adoption with such benefits through clearly defined quality
indicatorsto ensure meaningful HIT use. Lessons learned from
some countries al so recommend that financial incentives, when
possible, should be made to increase EMR adoption [62-64].

The HIT Maturity Model defined a wide spectrum of HIT
implementation levelsthat are applicable for hospital s of various
digitization stages. Although the Smart HIT Scheme and the
Digital Transformation Scheme aimed to establish smart
hospitals (HIT level 6) in the next few years, there may be a
need for further policy development that takes into account the
Vietnamese context as an LMIC. The Assessment of HIT
Maturity conducted in 2019 showed a large dispersion of HIT
maturity across the top-level hospitals directly governed by the
MoH, among which 19% (8/42) wereonly at HIT level 1, most
hospitals (20/42, 48%) were at HIT level 3, and only 2% (1/42)
of hospitals was at HIT level 5 [65]. A readiness assessment
conducted by the MoH in 2017 revealed that among 36
MoH-governed hospitals, only 11 (31%) had EMR systems, 14
(39%) had some forms of CDS software, and over half of these
hospitals lacked specialized IT workforce and information
security capacity [66]. Given the low HIT maturity levels that
these high-rank hospitals held, HIT implementation and
readiness in smaller hospitals can be even poorer. It is likely
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that rural hospitals will struggle to reach even the most basic
levels of digital maturity owing to a lack of funding, 1T
workforce, and infrastructure. Therefore, future policies may
need to recommend further support for small and rural hospitals
to reduce these gaps in digital maturity.

The 2 digital health strategies aim to promote Al in health care
through applications such as CDSSs integrated with EHR
systems, imaging diagnosis, and surgical support. New
regulations, guidance, and standards areto bereleased to inform
these adoptions [53]. Some of these intended policies are
regulations for trials of novel digital health products, guidance
for digital health technologies, and guidance for protecting
web-based health data, to name a few. New regulation
frameworks, along with an increased use of EMRs and EHRs
in Vietnam’s hospitals, will be important facilitators for the
development and implementation of Al for hospital care in
Vietnam. However, there is currently a lack of research to
inform appropriate and sustainable use of these technologiesin
Vietnam. Local context factors such as disease burden, health
care practices, and infrastructure constraints should be
considered for future Al research and implementation, as
highlighted by Schwalbe and Wahl [5], Wahl et a [6], and
Alami et al [67]. Future digital health research should seek to
investigate these factorsto best guide HIT and Al development
and application in Vietham's hospitals.

Limitations

Thisreview was limited to the context of hospital-based digital
health systems and does not cover the more extensive academic
literature on community-based systems and the use of national
systems for monitoring infectious disease outbreaks and other
public health interventions. Academic studies were only
searched on international databases, hence this study did not
cover publicationsin Vietnamese journal sthat are not registered
in these databases.

At the time this study was conducted, the digital health policy
landscape in Vietnam was experiencing significant changes
with new policieslikely to bereleased and the existing policies
being subject to modifications over the next year. Therefore,
this scoping review should be viewed as a snapshot of thisarea
at the end of 2020.

Conclusions

Quantity and areas of research studies about digital health
systemsin hospitalsin Vietham are limited with little evidence
to inform the implementation of new technologies in hospital
care. The policies developed over the past 5 yearsto inform the
adoption of digital health systemsin Vietham are comprehensive
and will be useful for hospitals. They focus on guiding the basic
functionalities and largely follow international standards and
guidelines. Further research is needed to ensure that policies
and guidelines can deal in detail with issues not encountered in
HIC settings or that may be specific to the Viethamese context.
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